To:

of:

DATA PROTECTION ACT 1998

SUPERVISORY POWERS OF THE INFORMATION
COMMISSIONER

ENFORCEMENT NOTICE

DATED 23rd October 2012

Stoke-on-Trent City Council

Civic Centre
Glebe Street
Stoke-on-Trent
ST4 1HH

. Stoke-on-Trent City Council is the data controller, as defined in

section 1(1) of the Data Protection Act 1998 (the ‘Act’), in respect
of the processing of personal data by Stoke-on-Trent City Council
and is referred to in this notice as the ‘data controller’.

. The Act came into force on 1 March 2000 and repealed the Data

Protection Act 1984 (the ‘1984 Act’). By virtue of section 6(1) of the
Act, the office of the Data Protection Registrar originally established
by section 3(1)(a) of the 1984 Act became known as the Data
Protection Commissioner. From 30 January 2001, by virtue of
section 18(1) of the Freedom of Information Act 2000, the Data
Protection Commissioner became known instead as the Information
Commissioner (the ‘Commissioner’).

. The Commissioner was informed of an incident in which a number

of emails containing sensitive personal data, as defined by section 2
of the Act, were sent in error to an incorrect email address. The
emails related to a child-protection case and were intended for the
barrister instructed by the data controller; however, the email
address was incorrectly copied and the emails were sent
unprotected over the open Internet. The address to which they were
sent has been confirmed as a valid, live email account, and the data
controller has been unable to establish if the emails were read or
further disseminated.

. The transmission of emails containing sensitive personal data in an

unmarked and unprotected manner is contrary to the data
controller’s internal policies on protective marking and use of email.
The data controller was aware that employees in the legal team
regularly sent such emails in contravention of these policies, yet it



took no action to prevent this or to train employees in the correct
procedures.

. Early in 2010, following the loss of an unencrypted USB stick
containing sensitive personal data relating to childcare cases, the
data controller signed an undertaking with the Commissioner, in
which it agreed (among other things) to make its employees aware
of its policies and procedures with regard to the use of personal
data and to provide them with relevant training. Following this
undertaking, training was provided, but only to the particular team
involved in the incident.

. The Commissioner has considered the data controller’'s compliance
with the provisions of the Act in light of these matters.

. Section 4(4) of the Act provides that, subject to section 27(1) of the
Act, it is the duty of a data controller to comply with the data
protection principles in relation to all personal data with respect to
which it is the data controller. The relevant provision of the Act is
the Seventh Data Protection Principle.

. The Seventh Data Protection Principle provides at Part I of Schedule
1 to the Act that:

“Appropriate technical and organisational measures shall be
taken against unauthorised or unlawful processing of personal
data and against accidental loss or destruction of, or damage to,
personal data”.

Paragraph 9 of Part II of Schedule 1 to the Act further provides that:

“"Having regard to the state of technological development and the
cost of implementing any measures, the measures must ensure a
level of security appropriate to -

(a) the harm that might result from such unauthorised or
unlawful processing or accidental loss, destruction or
damage as are mentioned in the seventh principle, and

(b) the nature of the data to be protected.”

. Having considered the terms of the earlier undertaking and the
information provided by the data controller in relation to this case,
the Commissioner is satisfied that the data controller has
contravened the Seventh Data Protection Principle in that it failed to
take appropriate measures to ensure the security of its data.



10. The Commissioner considered, as he is required to do under
section 40(2) of the Act when deciding whether to serve an
Enforcement Notice, whether any contravention has caused or is
likely to cause any person damage or distress. The Commissioner
took the view that the likelihood of distress is self-evident. The legal
case in relation to which the emails were sent involved child
protection and contained sensitive personal data relating to a
vulnerable child and members of his/her family. While there is no
evidence that damage has been caused there was a significant risk
that it could have been.

11. The Commissioner has further taken account of the effect of
the incorporation in English law of the European Convention on
Human Rights (‘"ECHR’), by virtue of the Human Rights Act 1998, in
deciding whether or not to serve an Enforcement Notice. In
particular, the Commissioner is mindful of the provisions of Article 8
of the ECHR in that the individuals whose sensitive personal data
was included in the emails have the right to respect for private and
family life, home and correspondence.

In view of the matters referred to above the Commissioner hereby
gives notice that, in exercise of his powers under section 40 of the
Act, he requires that the data controller shall:

(1) Wi.ithin 35 days of the date of this Notice, prepare a
programme of training for all employees whose job
involves handling personal data which covers the
requirements of the Data Protection Act 1998 as well as
the data controller’s policies about the use, transmission,
storage and disposal of personal data;

(2) By 28 February 2013, ensure that all employees whose job
involves handling personal data have undertaken the
training referred to in paragraph (1) above, and that any
new employees whose job involves handling personal data
receive such training at induction and prior to undertaking
work without supervision;

(3) Thereafter, ensure that all employees whose job involves
handling personal data undergo refresher training in
relation to the issues referred to in paragraph (1) above
at intervals of no more than two years; and

(4) Maintain an auditable record showing details of the
training undertaken by employees in compliance with
paragraphs (2) and (3) above.



Right of Appeal

There is a right of appeal against this Notice to the First-tier Tribunal
(General Regulatory Chamber). Information about appeals is set out in
the attached Annex 1.

Any Notice of Appeal should be served on the Tribunal within 28 days of
the date on which this Notice is served. If the Notice of Appeal is served
late the Tribunal will not accept it unless it is of the opinion that it is just
and right to do so by reason of special circumstances.

Dated the 23" day of October 2012

David Smith

Deputy Information Commissioner
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF



ANNEX 1

THE DATA PROTECTION ACT 1998
(PART V, SECTION 40)

RIGHTS OF APPEAL AGAINST DECISIONS OF THE COMMISSIONER

1. Section 48 of the Data Protection Act 1998 gives any person upon
whom an enforcement notice or an information notice has been
served a right of appeal to the First-tier Tribunal (General
Regulatory Chamber) (the “Tribunal”) against the notice.

2. If you decide to appeal and if the Tribunal considers:

a) that the notice against which the appeal is brought is not in
accordance with the law; or

b) to the extent that the notice involved an exercise of discretion
by the Commissioner, that he ought to have exercised his
discretion differently,

the Tribunal will allow the appeal or substitute such other decision
as could have been made by the Commissioner. In any other case
the Tribunal will dismiss the appeal.

3. You may bring an appeal by serving a notice of appeal on the
Tribunal at the following address:

GRC & GRP Tribunals
PO Box 9300
Arnhem House

31 Waterloo Way
Leicester

LE1 8DJ

a) The notice of appeal should be served on the Tribunal within
28 days of the date on which notice of the Commissioner's
decision was served on or given to you.

b) If your notice of appeal is late the Tribunal will not accept it
unless it is of the opinion that it is just and right to do so by
reason of special circumstances.

C) If you send your notice of appeal by post to the Tribunal,
either in a registered letter or by the recorded delivery
service, it will be treated as having been served on the
Tribunal on the date on which it is received for dispatch by the
Post Office.



The notice of appeal should state:
a) your name and address;

b) the decision which you are disputing and the date on which
the notice relating to such decision was served on or given to
you;

C) the grounds of your appeal;

d) whether you consider that you are likely to wish a hearing to
be held by the Tribunal or not;

e) if you have exceeded the 28 day time limit mentioned above
the special circumstances which you consider justify the
acceptance of your notice of appeal by the Tribunal; and

f) an address for service of notices and other documents on you.

In addition, a notice of appeal may include a request for an early
hearing of the appeal and the reasons for that request.

By virtue of section 40(7), an enforcement notice may not require
any of the provisions of the notice to be complied with before the
end of the period in which an appeal can be brought and, if such an
appeal is brought, the notice need not be complied with pending the
determination or withdrawal of the appeal.

However, section 40(7) does not apply where the notice contains a
statement that the Commissioner considers that the notice should
be complied with as a matter of urgency.

Section 48(3) provides that where an enforcement notice contains a
statement that the notice should be complied with as a matter of
urgency then, whether or not you intend to appeal against the
notice, you may appeal against -

a) the Commissioner’s decision to include the statement in the
notice, or

b) the effect of the inclusion of the statement as respects any
part of the notice.

. Before deciding whether or not to appeal you may wish to consult
your solicitor or another adviser. At the hearing of an appeal a party
may conduct his case himself or may be represented by any person
whom he may appoint for that purpose.



7. The statutory provisions concerning appeals to the First-tier
Tribunal (General Regulatory Chamber) are contained in sections 48
and 49 of, and Schedule 6 to, the Data Protection Act 1998, and the
Tribunal Procedure (First-tier Tribunal) (General Regulatory
Chamber) Rules 2009 Statutory Instrument 2009 No. 1976 (L.20).



